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PROBLEM

Small-to-Medium and Large Enterprises are increasingly facing challenges related to identity and
access security breaches and compliance regulations. With staff working remotely and a
challenging economic environment, the pressure on business and their IT departments to ensure
an effective identity and access management security and privacy has never been greater or
more critical. Combine this with a significant skills shortage of IT Administration and Development
in the sector, demand is growing for simple solutions that work effectively and can be scaled up

easilyinthelongrun.

SOLUTION

MyAuth Windows Identity and Access Management is all about making the complex simple. It is
useful for those enterprises who want to enhance identity and access security by adding additional
layer of security through biometric and multifactor authentication. This applies but not limited to

banking, finance, manufacturing and healthcare industries.

MyAuth access solutions are built around Finger Print Biometrics and Multifactor Authentication
(MFA).

BENEFITS

MyAuth identity provisioning system helps enterprises ensure that the right users have access to
the right applications and infrastructure in the most secure way (Biometrics and Multifactor
Authentication). It provides a secure, automated identity lifecycle management solution that helps

enterprises automate provisioning and de-provisioning of all user accounts.
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Deprovisioning Authorisation

End-User Provisioning (Account Provisioning) is triggered by events like hiring, promotions, and
transfers. Deprovisioning, on the other hand disabling or removing a user's access to a windows
based application. End-User provisioning with help of MyAuth helps keep your company’s identity
and access secure by ensuring employees, partners or customers have access only to the apps

they need.

Deprovisioning helps keep your company secure by ensuring that whenever an employee, partner

or customer leaves, their access is automatically removed for all connected applications.
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» KEY BENEFITS

CUSTOMIZED DEVELOPMENT

On-Demand Custom
Development For Enterprise
requirements

MYAUTH CONNECTORS

Flexible integration with MySQL,
Microsoft Access, Microsoft SQL
Server, Oracle Database, and
on-demand integration of
existing Finger Printdata.

SINGLE-PAGE APP

Secure single-page sign in to
access your critical application

USER LIFE CYCLE MANAGEMENT

Provisioning and De-provisioning
of End-User Authentication

CENTRALIZED ACTIVE

DIRECTORY SETUP
EASY BIOMETRICS

DEVICE INTEGRATION
Integrated with Popular Mantra
Fingerprint Devices:

o QS B

BIOMETRIC AUTHENTICATION MFS100 MARCIO MELO3I MFS500

High assurance finger print
biometric authentication

IDENTITY ESSENTIALS

Best-in-class Multi-factor
Authentication for Windows-
based organizations.
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KEY FEATURES & FUNCTIONS

+ Supports Windows 0S7,8,8.1and 10
+ EnrolUsersandfingerprint biometrics data.
+ Secure storage of fingerprint biometrics data with encryption
+ Data Transmission over HTTPS to guarantee confidentiality, authenticity, and integrity.
+ Multi-factor authentication options:
-FingerprintorPassword
-Fingerprintand Password both
+ Generate User Master and Transaction Logs
+ FingerPrint Spoof Detection

+ Choice of selection of wide range of cost effective, world class MANTRA fingerprint
sensors supported with the product.

+ Flexibility to backup the encrypted enrolled biometrics data and store into a file, which
can be later restored back in-case of server re-installation or new server setup.

+ Biometric Quality Setting

- Customized Finger Print Recognition Quality Setting:

USER SPACE OPERATING SYSTEM
YOUR APP

SECURE ENCLAVE
BIOMETRY

I LOCAL AUTHENTICATION I
FRAMEWORK CREDENTIAL
SECURITY MANAGEMENT
FRAMEWORK 1
% %
T KEY CHAIN KEY MANAGEMENT
[ [ [
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HOW MYAUTH WORKS
IN A QUICK & EASY WAY

SERVER SIDE USER ENROLMENT AND ADMINISTRATIVE END USER END USER
INSTALLATION FINGER PRINT SERVICE SETTINGS (OPTIONAL) INSTALLATION LOGIN
INSTALLATION

FREQUENTLY ASKED QUESTIONS

1. HowDoes MyAuth for Windows Work?

A:

2.
A:

3.
A:

4.
A:

5.
A:
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MyAuth is a biometric authentication feature that helps strengthen authentication and
guard against potential spoofing through fingerprint matching. When a user wants to
access protected application, the authentication process begins with the user entering a PIN

and/or biometric finger print to unlock the windows device.

How do we benefit from using MyAuth Windows Version?

MyAuth for your applications would replace passwords with strong two-factor
authentication on devices and therefore protects against credential thefts or misuse. This
authentication consists of Password and finger print biometric.

Whereis MyAuth Data Stored?

The biometric datais stored in your own on-premise server. Itis never sent to external devices

orservers.

Has MyAuth setany finger printdevice requirements?
Finger print device matching may require quality score setting for finger print image

recognition quality.

Dowe need to buy Finger Printdevice to enable MyAuth?

Yes. You need to have a Mantra finger print device to use “MyAuth” secure login

authentication.
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ABOUT
MANTRA SOFTECH

Today more than ever, company’'s demand seamless, secure experiences, whether they're

managing corporate networks, data, users and devices.

Mantra Softech and its MyAuth solution secures a rapidly changing world by enabling trusted
identities and data protection. Mantra Softech have nearly 20 years experience and during that
time we have worked with some fantastic customers in government, banking, finance,
manufacturing, healthcare, logistics and pharmaceutical Industry. By listening to their needs and

the industry as a whole we understand the need for reducing complexity where possible.

The MyAuth platform provides organisations the ability to consolidate a number of identity and
access security technologies, managed from one pane of glass. This provides significantly
reduced access administration, a simplified user experience combined with improved security via

enhanced visibility.

Banks and Financial Institutions
TRUST US

CO-OPERATIVE BANK LIMITED
MULTI STATE SCHEDULED BANK

aaaaaaaaaaaaaa . Across India.

‘B THE KALUPUR COMMERCIAL [ Karnataka Bank Ltd]

SINCE: 1970

Let’s Talk To Our Experts

We would like to talk to you today for a No-hassle,
No Obligation Consultation

sales@mantratec.com www.mantratec.com 079-49068001
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Support : servico@mantratec.com
Sales : sales@mantratec.com
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