How to Setup Fingerprint Login on Windows 7/8/8.1/10

In the guide below we show how to Setup fingerprint Login using a Secugen fingerprint Scanner. This works with Hamster Plus, Hamster IV, Hamster, Hamster Pro,

Hamster Pro 20 etc.
Installing the WBF Driver
Pre-requisite: Your computer must be connected to the internet during installation.

Steps:

= Plug in the fingerprint reader to your computer. When the fingerprint reader is plugged in the first time, the WBF driver will be automatically downloaded

from the Microsoft Windows Update Website and installed by Windows. Otherwise, you can also download it from the fingerprint reader’s website.
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2 Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
for your device.

2 Install this driver software anyway
Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

(%) See details

= [f the above message is displayed, click Install this driver software anyway to go ahead with the installation.

If any other non-WBF device drivers were installed on your PC previously, you must install those device drivers before installing the WBF driver. Go to Control

Panel and open Device Manager. Go to Biometric Devices and right-click the non-WBF device to select it. Then click Uninstall. Make sure that the option
Delete the driver software for this device is selected during uninstallation. After the uninstallation finishes, unplug the fingerprint reader and then plug it

again into the PC. At this point, the WBF driver and installation should start automatically.
Installing the Fingerprint Management Application (FMA)

For Windows 8.1 Users:

Windows 8.1 users are not required to install the FMA software as it is already built into Windows 8.1 OS. Proceed directly to the section - HOW TO ENROLL
FINGERPRINTS AND LOGIN TO WINDOWS 8.1

For other windows OS Users:

All other Windows users need to install the Fingerprint Management Application software which allows them to register and manage fingerprints.
Double-click the FMA software installation file. This will start the installation.

After successful installation of the FMA software, you will be able to see your fingerprint device reader in the Biometric Devices Control Panel as shown below.
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How to Enroll Fingerprints and Login to Windows 7, 8

= On Windows 7 and 8, you can use the Fingerprint Management Application to enrol and delete fingers associated with your Windows account and it can be

accessed from the Biometric Devices Control Panel. Go to Hardware and Sound and click on Biometric Devices. Then click Use your fingerprint with Windows.
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0On the following window shown below, click Continue
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Welcome to Biometric Devices
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= In the FMA window, click on the white tip of a finger to select the finger for enrollment.
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mark indicates that the finger is ﬁ . To delete an

enrolied finger, click on the green

= Then place your selected finger on the reader. When asked by the FMA, release and then press your finger again. This should be done for a total of three

scans to ensure proper enroliment of your finger.

Place Finger Again
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= After successful enrollment, close the FMA window or select another finger to enrall.
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Note: A successful enrollment is indicated by the green colored tip of the enrolled finger. You can also delete an already-enrolled finger by clicking on the

green tip. It is also possible to re-enroll a finger after deleting it.

= You can open the FMA window again by clicking on Manage your fingerprint data from the Biometric Devices Control Panel as shown below.
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= Biometrics should be turned ON in order to use fingerprint login. If the WBF driver has been properly installed, biometrics should be turned on by default.

You can change biometric settings from the Biometric Devices Control Panel as shown in the above figure

= You can control fingerprint login to Windows by selecting Biometrics on or Biometrics off from the Change Biometric Settings window. After selecting

Biometrics on, make sure that you have checked the box Allow users to log on to Windows using their fingerprints. Click on Save Changes.
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Change biometric settings

These settings control biometrics and fingerprint logon for this computer. If you want to delete biometric data
and fingerprint logon information for all users of this computer, tur off biometrics.

@ Biometrics on
] Allow users to log on to Windows using their fingerprints

© Biometrics off

will del

/i, Tuming off any of
Turning off biometrics also deletes fingerprint records for uII e




||‘ _ FysaveChanges | [ Cancel ||‘

= When you try to login to Windows for the first time using your fingerprint, you will be required to enter your current password. This allows Windows to verify

your account information re enabling fingerprint login. For successive logins, you

t need to enter your password and you can login simply with your

fingerprint.

How to Enroll Fingerprints and Login to Windows 8.1,10

= In Wind

vs 8.1, you can enroll and manage fingerprints through Account Settings. Move your mouse pointer all the way to the upper-right or the lower-right

corner of the screen until the Charms t s. Then click on Settings at the lower-right corner of the screen.
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» Click on Change PC settings at the bottom of the Settings bar

Alternatively, you can also search for PC settings using the Search function from the Charms bar




= Select Accounts from the PC screen
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Strengths and Weaknesses of “Windows Fingerprint Login”
Strengths and Opportunities
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Vindows 8.1 users can also establish a remote desktop connection using fingerprint-based authentication.

Pri concerns have n taken care of in Windows fingerprint login. When a fingerprint is scanned, only the distinct features of the fingerprint are

dentified, processed and stored as a ter This template does not contain enough data to reproduce the fingerprint image. Thus it provides an extremely

secure user authentication method.

Windows fingerprint login provides the ability to enroll multiple fingers. If there is a problem with one finger, still there are 9 fingers with which the fingerprint

techn

be used.

It is a proven fact that fingerprint recognition technology has a high level of accuracy and can reach nearly 100% recognition rate in good quality images.

Weaknesses and threats

It is difficult but not impossible to steal a fingerprint. That being said, it is quite possible that criminals might find a way to steal fingerprints and deceive the

fingerprint scanner. An intruder can acquire the fingerprint impressions lifted from e other surface like a drinking glass and use these prints to login to the

vice

vice. Criminals can even cut off someone’s finger for the print and then access the d

s, there could a serious loss of data and the intr mmit

er gains access to the user’s device using the above meth steal the user’s identity and

frauds with the stolen identity.

The fingerprint reader needed for fingerprint capture is not yet present on deskto

unlike embedded microphones for voice recognition.

The fingerprint scanner might not be able to enroll some users due t intered in the elderly and manual
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Conclusion

In this article, we discussed the features of Windows Biometric Framework and its man)

antages. We also looked at the step-by-step procedures on how to

set up Windows fingerprint login



